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Abstract 
By the time COVID-19 began to spread in the community, the issue of human body immunity had been 
debated, and every individual who had been exposed to the COVID-19 outbreak had begun to be discriminated 
against by the surrounding community either in the work environment or in the nearest location of the sufferer. 
Meanwhile, the quality for data storage of COVID-19 sufferers needs to be further researched. This study addresses 
the issues involved in providing privacy protection for COVID-19 sufferers and also authenticates the validity of 
patient data globally. The method used in developing this research uses blockchain technology that can facilitate 
verification of rapid test results with distributed systems. This allows covid-19 sufferers to be kept private and any 
individual who is concerned about the status of their condition during the COVID-19 period can check independently 
online after conducting tests. The result of this study is an application that can verify whether or not the individual is 
safe from this COVID-19 outbreak. Because each result of the test has been directly distributed to every community 
as well as the health industry so that further monitoring can be carried out as well as in-depth. This is much needed 
because it is one of the mitigations of the community in controlling the virus that has now spread throughout the 
world. 
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1. Introduction 
Blockchain is so associated with a crypto and belongs to the general ledger category of 
decentralized digital transactions without the control of an individual, group or company, where the thing 
recorded in the ledger is an information that must be ascertained the level of accuracy and validity[1].  
Because if the information is submitted wrong then it will cause quite a crucial problem. As in previous 
research discussing The Blockchain Manifesto[2], it can be said that databases can only be added without 
being deleted so that each transaction will be summarized into a new block that continuously forms a 
chain, this eternity that makes the blockchain different from the regular database and immutability. 
Various industries, businesses and even the government have been captivated by the charm and 
sophistication of blockchain technology, especially the healthcare industry which is currently struggling 
to deal with Coronavirus Disease 2019 (Covid-19), now learning to understand how the system works as 
well as the impact of blockchain technology. 
Given the declining scale of the pandemic and finances, it makes sense that certification of 
COVID-19 patients using blockchain technology will be in high demand. In accordance with the possible 
ethical implications of such certification, whether for current pandemics or other health problems in the 
future, the concept of certification has a place that needs to be done development definitively[ 5]. 
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Figure 1. Summary of Covid-19 Cases 
 
Therefore, in the field of health also do not want to be left behind by the industrial revolution 4.0 
that is currently being developed, especially in profiling people who have undergone an independent 
quarantine period or a series of health tests in this pandemic phase. Where profiling and a series of such 
tests produce complete patient history data in digital form equipped with blockchain sophistication. This 
covid-19 patient health certification is needed because as seen in figure 1. that so many corona sufferers 
in Indonesia, and every day the patient data will increase [7][8]. This led to the quality of the patient's 
profiling being questioned about its authenticity and whether the data could be safe from irresponsible 
coverage. This research confirms that covid-19 patient information distribution activities can be 
controlled and personalized using patient profiling based on blockchain technology, where such 
revolutionary technologies have a significant influence on public satisfaction and data security. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2. Blockchain Protocol Public Key and Private Key 
 
Figure 2. Research is made where the results of profiling that want to be loaded need to be done 
in an encryption process as an effort to secure data so that it has 2 keys to be able to open it, namely 
public key and private key. Then the key needs to be enacted as well as hashing so that patient data 
cannot be falsified and misused by irresponsible parties. One of the methods used to improve the data 
security of covid-19 patients in Indonesia is the adoption of blockchain technology as an authentication 
medium in the form of SHA-256 hash, where the hash message is 256-bit long and contains a 64-digit 
hexadecimal code, so that the control of the Covid-19 virus for both the public and the government can be 
monitored in real time. 
 
2. Related Work 
This research is the first step towards a more transparent and technologically advanced health 
system. Where is the application of a decentralized health system[10], and this research has the potential 
to be developed better than previous research. 
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The embodiment of previous discoveries regarding data certification can be implemented in 
terminal users without the need for specialized hardware or software and is called "Zero-footprint data 
certification methods". Where the method is a form of providing electronic signatures to the server as an 
identification tool [11]. Previous studies have revealed relatively low demand and willingness for two-
stage data certificates. It found that the public did not believe the second stage certificate could improve 
tenurial security relative to the first stage certificate except in cases where the first stage certification was 
poorly applied. This needs to be fixed and rely on blockchains that have trust characteristics[12]. 
The emergence of distributed ledger technology based on blockchain data structure, has given 
rise to a new approach to identity management aimed at providing digital identity to improve 
decentralization, data transparency and user control in every transaction involving the user's identity 
information. If a user in a system can enjoy high transparency, control, and security of personal data, the 
service provider becomes much more vulnerable in information security responsibilities[14], thus the use 
of blockchain can be the solution to the problem. Biomedical research has now increasingly leaned on a 
number of databases, more of which are public and continue to be enriched through scientific 
contributions. Given the dynamic nature of the data and its sensitive use in the health domain, it is 
important to be able to ensure the integrity of the retrieved and non-repudiation data i.e. that the data 
retrieved cannot be modified. 
Over time, each health sector is required to be able to display information in a concise and 
necessary manner in the effective and efficient presentation of information. Information about the 
historical report results of each COVID-19 patient needs to be easily accessible using the official website. 
Therefore the use of appropriate technology and current developments is urgently needed, as is 
blockchain technology. Implementing blockchain to facilitate biomedical related to COVID-19 which is 
currently the world's discussion is able to optimize the delivery of information that is currently still one 
way. While there are a number of online technologies in use, digital disruption remains, with many 
challenges related to information security and privacy. The presence of blockchain in smartphone-
integrated security work will be able to optimize existing security systems, authentication, and 
information that has been distributed in connection with covid-19 patient certification that can be 
guaranteed originality. 
Blockchain technology can store learning records in a reliable, distributed way, provide credible 
digital certificates, realize the sharing of covid-19 patient history resources with smart contracts, and 
protect patient privacy as a service management and patient care effort. Facing critical needs for 
innovation in this pandemic outbreak, such as personalization and data science encourages patients to 
engage in the details of patient care and health recovery over authentication of personal medical data. So 
it takes a revolutionary technology to be able to handle that. 
As a potential solution to address key challenges in healthcare, such as mapped communication, 
inefficient delivery of clinical reports, and fragmented health records, patient certification authentication 
is relied upon using blockchain technology. From previous research on data and health, it can ultimately 
be collaborated with blockchain technology. In order to maintain service management, administration can 
be managed effectively and efficiently, and aims to develop health activities that can help prevent the 
spread of COVID-19 virus with blockchain technology. Some blockchains for health applications have 
been presented in the description of 10 previous studies [23]. 
 
 
3. Material and Methods 
In helping the health sector in dealing with pandemic problems that have already troubled the 
whole world, they need less energy, and therefore efforts in the prevention and control of viruses must 
always be considered by the government. One of the efforts is to transform the profiling of COVID-19 
patient data that has been obtained and super-strict safeguards, because the mass media always want to 
highlight the problem until itores one's privacy is blockchain technology that is perceived to be the most 
appropriate solution in dealing with it. 
 
Armed with a blockchain technology manifesto that has been done by previous research. That an 
application or system initiated by blockchain technology needs to have the following 5 characteristics: 
1. Decentralization: Where every data profiling patients with COVID-19 should not be centered in 
one database alone. Any patient data should be accessible to all cooperating hospitals in the 
Republic of Indonesia. Wherever the patient is with only internet access all information is easier 
to obtain without having to go to the hospital. 
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2. Intermediation: There is no need for third parties to help access any data of covid-19 patients 
because healthcare blockchain technology and blockchain technology are all independently 
accessible to reduce data fraud. 
3. Trust: Each patient only needs to believe in the healthcare blockchain that each patient's privacy 
has been maintained and secure by the system. And can no longer be abused by irresponsible 
people. 
4. Immutability: Any check history can't be deleted, because it's immutable. Therefore, if there is 
an error in diagnosing or recording all history it remains in the system. 
5. CR/UD: In the healthcare blockchain every data of the history of covid-19 patients will always 
increase. Because in blockchain systems know only Create and Also Read, therefore if a data has 
been linked to the blockchain then everyone can see the data as long as it has a public key and 
also a private key from the authorities. So that all data is transparent, and the hash help has been 
created [30]. 
 
Therefore, the implementation of the blockchain manifesto method is considered very 
suitable to secure the certification of covid-19 patients from irresponsible parties so that it is 
maintained originality. And blockchain technology too, COVID-19 patient certification 
authentication can be done independently anywhere, and anytime. Thus, it facilitates the 
management of patient services and care recommended by the government in efforts to prevent 
and control viruses in Indonesia. 
 
 
4. Results and Discussion 
In such a precarious situation due to the COVID-19 virus, community mitigation efforts in virus 
control need to lead to "Online". Supported by Artificial Intelligence as well as advanced technology 
devices today profiling patient data can be easily done by the healthcare industry. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3. 'I don't know if I'm going to die' 
 
Seen in (figure 3) That the increase in the number of COVID-19 cases in the Republic of 
Indonesia is increasing and unsettling the comfort of the surrounding community. Health workers from 
both researchers such as doctors and nurses should always check the health of patients every day. 
Therefore, it is not uncommon that any patient history data obtained after examination will be easy to 
change or leak to the general public. 
The technical feasibility of information security can be improved through blockchain 
technology, ensured to have high integrity in achieving the confidentiality of the data of patients suffering 
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from Covid-19. This is in line with the management of patient services and care recommended by the 
WHO. Immutable code can be used to prevent undetectable updates to health industry databases. 
 
 
Figure 3. Home Applications 
 
(Figure 3) Describes the initial view where after logging in there will be a notification in the 
form of a notification on the bell icon regarding the updated status of the patient's health. To use this app 
requires access to the location as well as bluetooth so that if somewhere detected experiencing a red zone 
the notification will sound and immediately be checked in an internet-connected application. 
 
 
Figure 4. Notification History 
 
(Figure 4) Containing the latest notification notifications about each patient's health status, there 
is a SHA-256 hash derived from each patient's profiling. If the hash displays it, it can be seen in the 
patient data located at that location and illustrated through the hash code line. Don't be afraid for the 
privacy data of every registered patient to be misused, because basically with blockchain technology that 
can unlock that data only every patient and also health workers such as authorized doctors use public keys 
as well as private keys. 
 
Examples of clickable hashes are as follows: 
27AD6CFDA61D1B0F88DA3555EFE9F75E248F48D5E2246FFA52F7E6ECFEAADB2B 
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Figure 5. Patient Health Status 
 
Figure 5. From existing notifications, detailed information can be obtained from patients who 
have been examined. Where there is a health status of healthy category, ODP, or PDP. Such information 
can only be opened by the relevant doctor/patient who has a private key. Blockchain has acted as a public 
key registry to sign every COVID-19 patient history. Therefore, with applications developed by 
researchers, when a person checks authentication and certifies his or her health history, it is only 
necessary to check that the certificate hash matches the hash created when the certification is issued. Like 
previous blockchain researchers, researchers are highly motivated to contribute to resolving this global 
pandemic. It looks at how existing technologies can be reused to aid immunity certification, as well as to 
assist in the prevention of viruses that are currently being launched by the government. 
 
 
5. Conclusion and Related Work 
Based on the discussion that has been described, the impact felt by the public, namely the data 
security of covid-19 patients collaborated with blockchain technology has immutable character. Patient 
data created in the form of digital blockchain technology allows it to be stored in the long run. Blockchain 
technology can maximize the service management and care of covid-19 infected patients. Blockchain 
technology has the potential, not only to align with the development of IoT, but in conjunction with the 
internet, to form a layer base to enable it to reach its full potential in service management and patient care 
in every healthcare sector. 
In the implementation, any patient data that has been obtained after observation and testing can 
be connected to the blockchain network. So the data and health history obtained is still original to reduce 
cheating that often occurs in the field of health, especially for critical times such as pandemics that  
require guaranteeing the privacy of patients suffering from COVID-19. 
Authentication of COVID-19 patient certification using blockchain does not currently stop the 
need for more research on blockchain technology. Instead, the next important step is to understand the 
interaction between chains to solve other problems that arise in the field of health. Not only to secure the 
privacy of covid-19 patients, applications built on research in decentralized certification, ready to be 
scaled, can be applied in general, and wait for testing as a form of virus control efforts as recommended 
by the government as well as as an effort to educate the public to quickly respond in monitoring personal 
health status. By implementing blockchain technology can help explore all variants of the health sector 
data security implementation better. 
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